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ABSTRACT
Real-time communication and control performance are the pre-
cursor of industrial cyber-physical systems that employ Wireless
Networked Control System (WNCS) in critical industrial applica-
tions including process control and smart manufacturing. Control
performance and real-time communication are interdependent in
a WNCS. Hence, optimizing control performance under limited
resource of network requires a cyber-physical codesign approach.
A codesign approach needs to be online to take into account both
the current network condition and the current control behavior.
Leading industrial wireless standards such as WirelessHART and
ISA100 adopt software-defined networking as a centralized routing
mechanism. Hence, in current approach, transmission schedules
of the entire network are created centrally at a network manager
in advance and are then disseminated to the nodes. Control per-
formance optimization usually requires to update sampling rates
and/or priorities of the control loops, thereby requiring to re-create
the schedules. Thus, it becomes highly inefficient under the current
fully centralized scheduling approach. In this paper, we propose
to optimize control performance in an industrial WNCS through a
scheduling-control codesign based on a local and online scheduling
approach proposed in a recent work. We formulate the scheduling-
control codesign problem to optimize the control performance based
on model predictive control theory. Unlike existing offline solution,
our codesign complies with online scheduling and entails a rolling
optimization to take into account the current control performance
to dynamically update the rates and priorities of the control loops.
We propose a highly scalable solution of the codesign problem
based on a local search approach used as an anytime algorithm.

CCS CONCEPTS
• Networks→ Cyber-physical networks.
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1 INTRODUCTION
Real-time communication and control performance are the precur-
sor of industrial cyber-physical systems (CPS) that employWireless
Networked Control System (WNCS) in critical industrial applica-
tions including process control and smart manufacturing. Latency
between sensing and actuation has a high impact on the stability
of these control applications [29]. Specifically, large or unbounded
delays may lead to unstable systems. The feedback control loops
in a WNCS therefore impose real-time requirements on communi-
cation latency between sensors and actuators. However, industry
settings pose a harsh environment for wireless communication
causing frequent transmission failures due to mobility, physical ob-
stacles, multi-path fading, and interference from coexisting wireless
devices that make it difficult to meet these requirements [34].

With the advent of wireless control standards such as Wire-
lessHART [9], ISA100 [8], and WIA-PA [10], WNCS has recently
received a new impulse. WirelessHART was specifically designed
to operate in highly unreliable wireless environments. With ap-
proximately 30 million HART devices installed across the world,
it is predominantly being used worldwide for process control in
harsh wireless environments with high production efficiency and
robustness [1]. For example, the deployment of 800 HART devices
for real-time process management at Mitsubishi Chemical plant in
Kashima, Japan increased production performance saving US$20-
30,000 per day that averted a US$3 million shutdown [2]. Some
other notable deployments of WirelessHART include those for as-
set management at Monsanto [3], smart metering in Detroit Water
& Sewerage [4], boiler feed water process management at Kapstone
Paper [5], and smart manufacturing at Duke Energy [6].

Optimizing control performance in WirelessHART network is a
highly demanding and challenging problem. Control performance
and real-time communication are interdependent. Hence optimiz-
ing control performance under limited resource of network requires
a cyber-physical codesign approach which is a difficult interdisci-
plinary research area. Besides, control signals are calculated online
upon receiving the plant state from sensors. Hence, a codesign ap-
proach also needs to be online to take into account both the current
network condition and the current control behavior. However,Wire-
lessHART (like other industrial wireless standards such as ISA100)
has adopted software-defined networking (SDN) as a centralized
routing mechanism [9]. Hence, in current approach [8–10, 26–32],
transmission schedules of the entire network are created centrally
at a network manager in advance and are then disseminated to the
nodes. Control performance optimization requires the sampling
rates and/or priorities update, thereby requiring to re-create and
re-distribute the schedules. Thus, control performance optimiza-
tion becomes highly inefficient under the current fully centralized
scheduling approach as it may require frequent schedule updates.
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Figure 1: AWNCS architecture.

In this paper, we propose to optimize control performance through
a scheduling-control codesign based on a local and online schedul-
ing approach called DistributedHART proposed in a recent work
[22]. We formulate the scheduling-control codesign problem un-
der bandwidth constraints to optimize the control performance
based on model predictive control theory. Unlike existing offline
solution [27, 28], our codesign complies with online scheduling
and entails a rolling optimization to take into account the current
control performance to dynamically update the rates and priori-
ties of the control loops. We propose a highly scalable solution of
the codesign problem based on a local search approach used as an
anytime algorithm.

In the rest of the paper, Section 2 describes the systems model
alongwith an overview ofWirelessHART. Section 3 presents related
work. Section 4 gives an overview of DistributedHART and the
adopted scheduling policy for our codesign. Section 5 presents the
proposed scheduling-control codesign along with the proposed
solution approach. Section 6 concludes the paper and also discusses
future work.

2 WIRELESS NETWORKED CONTROL SYSTEM
(WNCS)

In industrial CPS, a WNCS involves feedback control loops between
sensors and actuators through a wireless network. Sensors measure
process variables, and deliver to a controller through the network.
The controller sends control commands to the actuators, which
then operate the control and safety components to adjust physical
processes. We consider a broad class of WNCS with applications in
process control and smart manufacturing. The feedback loops are
denoted by 𝐹1, 𝐹2, · · · , 𝐹𝑛 , where 𝑛 is the total number of control
loops. A simple architecture of a WNCS is shown in Fig. 1.

We consider that the control loops are periodic. A periodic control
loop 𝐹𝑖 has a period 𝑇𝑖 which implies the sampling interval of its
sensor/s.

Delivering process information or sensor data to the controller
incurs a network latency of 𝜏𝑖𝑠𝑐 . The time required to calculate
the control command is 𝜏𝑖𝑐 . Delivering control commands to the
actuator/s incurs a network latency of 𝜏𝑖𝑐𝑎 . Thus, 𝜏𝑖𝑠𝑐 + 𝜏𝑖𝑐 + 𝜏𝑖𝑐𝑎 is
called the end-to-end delay of 𝐹𝑖 which can vary for different
instances. Here 𝜏𝑖𝑠𝑐 + 𝜏𝑖𝑐𝑎 is the network delay. Delay impacts the
control performance, and can vary due to unpredictable wireless

conditions. However, for the stability of a control loop, the end-to-
end delay has to be bounded by a value called the deadline 𝐷𝑖 of
𝐹𝑖 . The deadline is equal to the period, i.e., 𝐷𝑖 = 𝑇𝑖 .

A number of wireless standards in the 2.4GHz band such as
WirelessHART [9], WIA-PA [10], ISA100 [8] designed on top of
IEEE 802.15.4 [7] evolved in recent years for control. Our network
is modeled based on the key features of these legacy standards,
particularly WirelessHART that is predominantly used in industrial
wireless control [1]. It is a multi-hop mesh network of a Gateway,
field devices, and multiple access points. A network manager and
the controllers are at the Gateway. The field devices are wirelessly
networked sensors and actuators. Each node is equipped with a half-
duplex omnidirectional radio transceiver that cannot both transmit
and receive together and can receive if only one sender transmits
to it at a time. Access points provide redundant paths between
the wireless network and the Gateway. Very large networks are
organized in a hierarchical structure connecting multiple smaller
ones, each with its own network manager.

Transmissions are scheduled based on a multi-channel TDMA
(time division multiple access) protocol. Time is globally synchro-
nized. Each time slot is of fixed length. A transmission and its
acknowledgment (ACK) needs one time slot. For transmission be-
tween a receiver and its sender, a time slot can be either dedicated
or shared for the link between the sender and the receiver. In a
dedicated slot, only one sender is allowed to transmit to a receiver.
In a shared slot, multiple senders can attempt to send to a com-
mon receiver. Note this notion of ‘shared’ and ‘dedicated’ is a local
concept; at the same slot some transmissions can be scheduled as
dedicated slot while some are scheduled as shared slot. The network
uses the channels defined in IEEE 802.15.4.

For enhanced reliability, the network adopts graph routing [9].
A routing graph is a directed list of paths between two nodes.
Packets from all sensor nodes are routed to the Gateway through
an uplink graph denoted by𝑈𝐺 . For each 𝐹𝑖 , there is a downlink
graph 𝐷𝐺𝑖 from the Gateway through which it delivers control
messages to 𝐹𝑖 ’s actuator. In each routing graph, a node can have
multiple neighbors, say parents, to which it can transmit and retrans-
mit a packet multiple times to be delivered to the corresponding
destination. Typically, a packet at node 𝑎 with two parents 𝑏 and 𝑐 is
first scheduled along link 𝑎 → 𝑏 on a dedicated slot. If 𝑎 does not re-
ceive an ACK from 𝑏, it retransmits to 𝑏 again on a second dedicated
slot. If that also fails, 𝑎 transmits it to 𝑐 on a shared slot (allowing
others to attempt to transmit to 𝑐 in this slot). WirelessHART (like
other industrial wireless standards such as ISA100) adopts SDN
as a centralized routing mechanism, where the graph routes are
determined at the control plane centrally.

A WNCS has to satisfy three key requirements: (a) real-time:
for stability, each 𝐹𝑖 must satisfy 𝜏𝑖𝑠𝑐 +𝜏𝑖𝑐 +𝜏𝑖𝑐𝑎 ≤ 𝐷𝑖 ; (b) reliability
of communication; (c) control performance optimization.

3 RELATEDWORK
Scheduling-control codesign was studied for wireless CPS in [17–
19, 21, 25, 36, 37] (also see survey [35]) considering single-hop
networks. Scheduling-control codesign for multi-hop wireless net-
workswas studied in [12, 33]. Thework in [33] considers scheduling-
control co-design for only a single control loop. This work in [12]
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does not involve multi-path graph routing or multi-channel. Its
delay bounds based on virtual link capacity margin cannot be ap-
plied to our network model even under single channel or single
path routing. Its communication protocol does not employ any
priority-based real-time scheduling policy. In contrast, our work
focuses on scheduling-control codesign based on current industrial
wireless standards that exploit the spectrum and spatial diversity
for real-time communication in highly unreliable environments. In
addition, our approach is compliant with online real-time sched-
uling and entails a rolling optimization based on local search to
take into account the current control behavior and to dynamically
update the sampling rates and priorities of the control loops.

A scheduling-control codesign problem of sampling rate selec-
tion for centralized scheduling was studied in [27, 28]. That work
considered a simplified network model without graph routing. Also,
its control performance metric did not take into account the net-
work delay impact. It was designed as an offline solution for fully
centralized scheduling. It does not take into account the current
control behavior which requires an online codesign.

4 TRANSMISSION SCHEDULING
In industrial wireless control applications based on WirelessHART,
transmission schedules of the entire network are created centrally
at a network manager in advance and are then disseminated to the
nodes. To make reliable and real-time communication in highly
unreliable wireless environments, a common feature is to adopt
a high degree of redundancy at the expense of scalability. To cir-
cumvent transmission failure, a packet is scheduled on multiple
time slots, on multiple links in multi-path graph routing, and on
multiple channels using a TDMA-based MAC protocol based on
both dedicated and shared time slots. While they are crucial to
real-time control for handling worst-case scenarios, the centralized
scheduling with high redundancy in current approach causes a
huge waste of time, bandwidth, energy, and memory of the nodes
even under a small network, let alone large-scale ones. As the hy-
perperiod grows exponentially with the number and periods of the
control loops, the schedule length grows exponentially, hindering
the network’s scalability. Storing the schedules in the memories of
the nodes also introduces a big overhead. In addition, if the sam-
pling rate or priority of a control loop changes, the centralized
approach needs to re-create and re-distribute the entire schedule.
To overcome these limitations, DistributedHART was proposed in
[22, 23]. In our proposed scheduling-control codesign, we adopt
scheduling based on DistributedHART.

Here, we provide an overview of DistributedHART [22]. Its
essence is to adopt local (node-level) scheduling through a time
window allocation among the nodes denoted by set 𝑉 . This is done
after the routes are generated. A node schedules its transmissions lo-
cally and online using a real-time scheduling policy. Dedicated slot
transmissions are scheduled in its assigned window while shared
slot ones may be scheduled outside. Time window allocation is
a function𝑤 : 𝑉 → {1, 2, 3, · · · , } with the windows numbered as
1, 2, 3, · · · , each of length ℓ , where ℓ consists of one or more time
slots. Every node will be assigned one time window. Two nodes
are in conflict if and only if a transmission from one causes radio
interference at the receiver of a simultaneous transmission from the

other. To minimize such conflicts, DistributedHART first performs
a receiver based channel allocation 𝑔 : 𝑉 → 𝑀 where each node
is assigned a fixed channel from a set of channels 𝑀 to receive
message; its neighbors use this channel to send to it. After this,
the time window allocation is done such that all nodes having the
same window are conflict-free. To minimize network latencies of
the control loops, the objective is to minimize the number of time
windows, called the worst case chromatic number |𝑤 (𝑉 ) |. Every
node can autonomously schedule the current packets that it has
in its assigned time window using the corresponding receiver’s
channel. It does not need to create any schedule in advance. After
every cycle of |𝑤 (𝑉 ) |ℓ time slots, the windows repeat. We refer to
[22], for a detailed description including the handling of shared and
dedicated slots of DistributedHART. Network latency bound for
each flow under DistributedHART has been derived in [23].

We adopt fixed priority scheduling which is widely used in prac-
tice, e.g., in CPU scheduling [14] and Control-Area Networks [15].
For priority assignment, we consider Deadline Monotonic (DM)
policy. DM assigns priorities to control loops based on their relative
deadlines; the loop with the shortest deadline being assigned the
highest priority. In our model, rate monotonic and DM are the same
as deadline equals period. Each node adopts the DM policy locally.
Namely, when it has multiple packets, it first transmits the one
with the shortest deadline. Thus, schedule updates upon any rate or
priority change can be handled locally. This also enables aperiodic
events with their own deadlines. Management communication can
run in parallel with the highest priority.

5 SCHEDULING-CONTROL CODESIGN TO
OPTIMIZE CONTROL PERFORMANCE

Control performance and real-time communication are interdepen-
dent in industrial CPS. Hence, we will optimize control performance
through a scheduling-control codesign under limited bandwidth.
The challenges in this codesign are many. Since control signals are
calculated online upon receiving the plant state from sensors, such
a codesign needs to be online to take into account both the current
network condition and the current control behavior. Hence, it has
to be highly efficient which involves challenging interdisciplinary
research. Besides, the control behavior needs to be modeled to take
into account the impact of network delay. Furthermore, control per-
formance optimization requires the sampling rates and/or priorities
update, thereby requiring to re-generate transmission schedules.
Thus, control performance optimization becomes highly inefficient
under current fully centralized scheduling approach. We address
these challenges by proposing a scheduling-control codesign frame-
work that complies with online scheduling (DistributedHART) and
entails a rolling optimization to take into account the current con-
trol performance to dynamically update the rates and priorities of
the control loops.

5.1 Controller Design
We design and analyze the codesign framework based on Model
Predictive Control (MPC) theory. MPC is a widely used advanced
control methodology (e.g., in process and petrochemical industries)
due to its ability to handle multivariable complex systems [20].
Another advantage is its ability to compute outputs𝑦 (𝑘) and control
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signals 𝑢 (𝑘) in advance to avoid sudden changes in control signal
and undesired effect of delay in system response. We assume that
the plant is a linear time-invariant discrete-time system as follows.

𝑥 (𝑘 + 1) = 𝐴𝑥 (𝑘) + 𝐵𝑢 (𝑘)
𝑦 (𝑘) = 𝐶𝑥 (𝑘)

where 𝑥 (𝑘) is the plant state, and𝑢 (𝑘) and𝑦 (𝑘) are input and output
vectors, respectively, at time 𝑘 ; 𝐴, 𝐵,𝐶 are system matrices. For a
control loop 𝐹𝑖 , we consider finding the optimal control sequence
on the horizon of prediction by minimizing the objective function
given by

𝐽𝑖 (𝑘) =
𝑁𝑝∑︁
𝑗=1

𝑄 ( 𝑗) [𝑦 (𝑘 + 𝑗 |𝑘) − 𝑟 (𝑘 + 𝑗)]2 +
𝑁𝑐−1∑︁
𝑗=0

𝑅( 𝑗) [𝛿𝑢 (𝑘 + 𝑗)]2

subject to

𝛿𝑢min ≤ 𝛿𝑢 ≤ 𝛿𝑢max;

(𝑦 − 𝑟 )min ≤ (𝑦 − 𝑟 ) ≤ (𝑦 − 𝑟 )max;

𝑢min ≤ 𝑢 ≤ 𝑢max

(1)

where 𝛿𝑢 (𝑘) = 𝑢 (𝑘) −𝑢 (𝑘 − 1);𝑄 ( 𝑗), 𝑅( 𝑗) > 0 are weighting matri-
ces, 𝑁𝑝 is the prediction horizon and 𝑁𝑐 is the control horizon (in
number of samples); 𝑟 (𝑘+ 𝑗) is the reference trajectory; the notation
𝑦 (𝑘 + 𝑗 |𝑘) means that the value of 𝑦 at time 𝑘 + 𝑗 depends on the
condition at time 𝑘 ; For any variable 𝑣 , 𝑣min and 𝑣max denote its
minimum and maximum range, respectively. These constraints are
designed to control overshoots. The first term in the cost function
represents tracking error, and the second term represents control
penalty.

5.2 Scheduling-Control Codesign Formulation
Our proposed codesign leverages sampling rate selection of the
feedback loops due to its significant impact on control and real-time
performance [12, 27, 28]. A low sampling rate degrades the control
performance while a high one may cause excessive communication
delays degrading it as well. In addition, in our DM schedulingmodel,
any sampling rate update may change the scheduling priorities of
the control loops.

To comply with the online scheduling, we propose a scheduling-
control codesign approach that runs at the network manager and
entails a rolling optimization to take into account the current con-
trol behavior and to dynamically update the sampling rates as well
as the scheduling priorities of the control loops. To take into ac-
count the current control behavior, we consider minimizing the
predictive tracking error preliminarily defined as follows. We
consider a large horizon of length 𝐻 in time from the current time.
Control loop 𝐹𝑖 with sampling period 𝑇𝑖 (rate 𝜑𝑖 = 1

𝑇𝑖
) will have

at most 𝜂𝑖 = ⌊𝐻
𝑇𝑖
⌋ samples in this horizon. At the beginning of

this time horizon, suppose the most recent sample for 𝐹𝑖 is the
𝑘-th sample. Therefore, the output at the 𝑗-th sampling instant in
the horizon, where 1 ≤ 𝑗 ≤ 𝜂𝑖 , will be: 𝑦 (𝑘 + 𝑗 |𝑘). We use 𝜉𝑖 to
indicate predictive tracking error for 𝐹𝑖 and define it as the root
mean square of the predictive errors of all sampling instants in the
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Figure 2: Scheduling-control codesign.

horizon of length 𝐻 . Clearly, 𝜉𝑖 is a function of sampling rate 𝜑𝑖 . 𝜉𝑖
is calculated in the beginning of the horizon as follows.

𝜉𝑖 (𝜑𝑖 , 𝐻 ) =

√√√
1
𝜂𝑖

𝜂𝑖∑︁
𝑗=1

(
𝑦 (𝑘 + 𝑗 |𝑘) − 𝑟 (𝑘 + 𝑗)

)2
, where 𝜂𝑖 =

⌊
𝐻

𝑇𝑖

⌋
(2)

A high sampling rate makes the prediction better and reduces
𝜉𝑖 . However, in the presence of multiple control loops sharing the
same network, sampling rate of one control loop impacts that of
the others. Hence, our objective is to minimize the overall predic-
tive tracking error considering all 𝑛 control loops while ensuring
the stability of the system. Each sampling rate 𝜑𝑖 has a minimum
and a maximum range, denoted by 𝜑min

𝑖
and 𝜑max

𝑖
, respectively,

that are required for stability. For stability, the end-to-end latency
between sensing and actuation must not exceed the sampling pe-
riod (deadline). These constraints also cover the network band-
width constraints as they determine the schedulability. Hence, we
preliminarily formulate the codesign as the following non-linear
optimization problem: Select sampling rates 𝜑1, 𝜑2, · · · , 𝜑𝑛 to

minimize
𝑛∑︁
𝑖=1

𝜔𝑖𝜉𝑖

subject to 𝜑min
𝑖 ≤ 𝜑𝑖 ≤ 𝜑max

𝑖

𝜏𝑖𝑠𝑐 + 𝜏𝑖𝑐 + 𝜏𝑖𝑐𝑎 ≤ 𝑇𝑖 , 𝜑𝑖 =
1
𝑇𝑖

(3)

where, for control loop 𝐹𝑖 , 𝜔𝑖 is the weight, 𝜏𝑖𝑠𝑐 + 𝜏𝑖𝑐𝑎 is a network
delay bound detailed in [23], and 𝜏𝑖𝑐 is the maximum value of 𝜏𝑖𝑐 .
Note that even if the network does not change, we have to observe
the control behavior and readjust the sampling rates. Hence, the
above codesign runs as a rolling optimization problem after every
𝐻 interval. It is also triggered by some network dynamics such as
channel blacklisting. Fig. 2 shows a block diagram of our codesign
framework.

Taking into Account Delay Effects on Tracking
Error:
While the end-to-end delay bounds need to meet deadlines, it is also
critical to consider the impact of network delay on the predictive
tracking error. Let 𝜏𝑠𝑐,𝑘 be the network latency for the 𝑘-th sample
to arrive from sensor to controller. When the controller calculates
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the predictive output upon receiving the 𝑘-the sample, it does not
have the state information of exactly that time because the sensor
data was sampled 𝜏𝑠𝑐,𝑘 time before. For ease of notation, let 𝑘̃ be the
absolute time when the 𝑘-the sample was received at the controller.
To consider the impact of this delay, we determine the output of
𝑘-the sample time as part of the predictive output sequence. Thus
taking this into account in Equation (2), the predictive tracking
error can be rewritten as

𝜉𝑖 (𝜑𝑖 , 𝐻 ) =

√√√
1

𝜂𝑖 + 1

𝜂𝑖∑︁
𝑗=0

(
𝑦 (𝑘 + 𝑗 |𝑘̃ − 𝜏𝑠𝑐,𝑘 ) − 𝑟 (𝑘 + 𝑗)

)2
5.3 Solution Approach
The problem (3) runs as a rolling optimization problem at the
network manager. In a hierarchical structure that spans multiple
smaller networks each with a separate network manager, the man-
ager in each smaller network runs this optimization. Its running
interval depends on how dynamic the control behavior and net-
work condition are. As illustrated in Fig. 2, the optimization of
the control cost formulated above involves a complex interaction
between wireless scheduling and control, making a complicated
co-design problem. We can use the delay bounds 𝜏𝑖𝑠𝑐 +𝜏𝑖𝑐𝑎 derived in
[23] or derive tighter bounds. As observed before [27, 28], the delay
bounds 𝜏𝑖𝑠𝑐 + 𝜏𝑖𝑐𝑎 can be highly non-linear and non-differentiable,
making such an optimization problem non-differentiable. The delay
bounds derived in [23] are also non-linear and non-differentiable.
We propose to solve the co-design problem using local search
algorithm [13]. Local search is a general framework for solving
hard nonlinear optimization problems. It moves from one solution
to another in a controlled and intelligent way. It is a general frame-
work for solving hard nonlinear optimization problems. The idea
underlying local search is to explore the search space of partial and
full solutions by applying local changes, until a target solution is
found or the stopping condition is satisfied.

5.3.1 Rationale. Given an optimization problem P, a local search
algorithm typically consists of four components. 1) State space:
the state space S of P is the set of all possible variable assignments
(including partial assignments); 2) Neighbors: for each variable
assignment 𝑠 ∈ S, its neighbor set 𝑁𝑒𝑖𝑔ℎ(𝑠) is a subset of S; 3)
Heuristic: the heuristic is a function 𝑓 : S ↦→ R. It gives a quantita-
tive estimation on how good a (partial) variable assignment 𝑠 ∈ S
is; 4) Pruning: the pruning condition decides if a state is worth
inspecting or not. Intuitively, any local search forms a decision tree.
Nodes in the decision tree are variable assignments in the state
space and a node’s children are its neighbors. The heuristic is used
to evaluate the quality of branches and the pruning condition is
used to prune certain branches of the decision tree.

There are some major advantages of using local search over tra-
ditional approaches such as mixed-integer programming or global
optimization frameworks such as simulated annealing. First, lo-
cal search can handle both discrete and continuous variables in a
unified fashion without requiring continuity or differentiability of
functions. Second, it can be very efficient when guided by proper
heuristics and pruning bounds. The heuristic and pruning condition
provide mechanisms that allow us to leverage domain knowledge

such as delay bounds that can be derived based on the end-to-end
delay analysis we developed for WNCS [30]. Third, it can be used
as an anytime approach that first finds a feasible solution, and
then improves as time allows. Finally, local search supports quick
adaptation to network dynamics as local adaptation can be done
efficiently on the search tree. It is particularly suitable for problem
(3) as the solution from the previous horizon provides a good initial
solution. Methods like integer programming often require to be
rerun from scratch when the system changes. A key innovation
of our approach is to develop and leverage efficient end-to-end
delay bounds that can be used to steer local search to near-optimal
solutions efficiently.

5.3.2 Neighbor Generation. We will leverage efficient neighbor-
hood structure to move to a better and feasible solution. For ex-
ample, when some attribute of a control loop changes, which also
needs to change some attributes of other loops to meet real-time
requirements, we can only limit exploring its lower priority loops
since it does not affect any higher priority loop’s schedulability.
When some link breaks, a neighborhood solutionwould be to simply
try with an alternative link or path instead of exploring all links in
the network. In particular, to balance between solution quality and
execution cost, we propose to use several existing neighborhood
structures such as genetic local search (GLS) neighborhood [24, 38]
and cyclic exchange neighborhood [11]. GLS combines the advan-
tages of local search and genetic algorithm for faster solution, and
does not require us to examine all neighborhood solutions. The ap-
proach has also been shown to be highly effective in multi-objective
optimization [16]. In the neighborhood structure of GLS, adjacent
or randomly selected elements are exchanged for mutation and
local search. A cyclic exchange neighborhood consists of a sequence
of elements being transferred among a family of subsets. A neigh-
bor is obtained by performing a cyclic exchange without explicitly
enumerating and evaluating all neighbors in the neighborhood.
We propose to adopt these methods for very fast local search in
our optimization. Further, we plan to exploit the gradient of the
smooth approximation of the Lagrangian function [27] which can
enhance the above neighbor generation schemes so that they focus
on regions that are aligned with the gradient.

5.3.3 Heuristic and Pruning. We will use delay bounds to devise
novel pruning techniques and good heuristics that improve the
efficiency of local search methods for solving the codesign opti-
mization problem. The work in [31] has shown how to compute
an upper bound and a lower bound of delay, and how to discard
redundant branches using those bounds in local search for opti-
mal or near-optimal priority assignment. Using a similar spirit, we
will devise efficient pruning methods and heuristics to guide the
local search. To make our framework highly efficient, we will adopt
anytime local search that first finds a feasible solution and then
improves the performance as more computing time is allowed. For
this, we set the heuristic function into a weighted sum (𝛽 𝐽 + ℎ) of
the feasibility heuristic ℎ and objective 𝐽 . When we have no initial
solution, 𝛽 is set to zero to let the local search find a feasible solu-
tion. Then, 𝛽 is gradually increased so that the search is oriented
towards high-quality solutions to optimize the control performance.
This approach allows us to achieve a good time-quality trade-off
for real-time controlled operations.
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5.4 Rate Distribution
In our DM scheduling model, sampling rate update changes the
scheduling priorities of the control loops. For every source node
whose rate gets updated, the controller generates a new control
message with the information of the new rate, and sends to it. This
is propagated through management communication that can be
periodic or aperiodic and have the highest priority. Management
communication can run in parallel with other control loops. The
rate (as 1/period) is written in the packet by each source (sensor)
node. The nodes on its route can schedule the packets using new
priorities.

6 CONCLUSION AND FUTUREWORK
In this paper, we have proposed a scalable scheduling-control code-
sign approach to optimize control performance in industrial cyber-
physical systems (CPS) for various applications including process
control and smart manufacturing. For industrial CPS,

we have proposed a scheduling-control codesign approach that
leverages a local and online scheduling named DistributedHART.
We have formulated the codesign problem to optimize the control
performance based on model predictive control theory. Unlike exist-
ing offline solution, our codesign complies with online scheduling
and entails a rolling optimization to take into account the current
control performance to dynamically update the rates and priorities
of the control loops. We have proposed a highly scalable solution
of the codesign problem based on a local search approach. In the
future, we shall complete the proposed local search based solution
of the codesign, implement it on a physical testbed, and evaluate it
considering real-industrial use cases.
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